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Top-down governance

s vital to an organizations success, yet
managing workflows and maintaining
inventories is a traditional approach tfacing an
increasingly complex data landscape.
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Top-down governance

governance rellance on main

In large scale data processing, top-down

[aining manual

audits and reports creates bli
data engineering and creates

nd spots in deep
a reliance on

_ developers to self-attest and report.



nterprise Architecture

Modern Data & Al

Staging / Production Infrastructure

Software / Data Engineering Lifecycle (SDLC)

Data Sources
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Modern

Data & Al

Software / Data Engineering Lifecycle (SDLC)

Projects
: Git :
: IDE :
: Schema :

ethyca

. Deployment |

Docker

Terraform

Monitoring

Analysis

: Pipelines :

Deployment

-nterprise Architecture
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Modern Data & Al

Software / Data Engineering Lifecycle (SDLC)

-nterprise Architecture

Legacy Maintenance of Privacy & Governance

Staging / Production Infrastructure

Data Sources

ERP
OLTP DB
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Top-down governance

governance rellance on main

In large scale data processing, top-down

[aining manual

audits and reports creates bli
data engineering and creates

nd spots in deep
a reliance on

_ developers to self-attest and report.



Engineering Operating System
for Governance of Data & Al

Seamlessly integrate data governance with
software development, data engineering and Al
for data-driven enterprise. Confidently observe,
audit and govern the risks of modern data.
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-U Al Acts Reguirements
and Technical Impacts
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-U Al Act Risk Thresholds

[ Majority of Al with negligible risk can continue without regulation.

Minimal or No Risk

_imited Risk
High Risk
Unacceptable Risk
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-U Al Act Risk Thresholds

[ Majority of Al with negligible risk can continue without regulation.

_ Systems with manageable risks subject to transparency obligations
~to provide user the right to informed decision making.

Minimal or No Risk

_imited Risk
High Risk

Unacceptable Risk

ethyca



-U Al Act Risk Thresholds

[ Majority of Al with negligible risk can continue without regulation.

_ Systems with manageable risks subject to transparency obligations
~to provide user the right to informed decision making.

Minimal or No Risk

_imited Risk

High Risk - . . . .
Broad spectrum of high-risk systems are permitted subject to

Unacceptable Risk ~stringent regulatory obligations for use in European market.
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-U Al Act

Minimal or No Risk

| imited Risk

Risk Thresholds

[ Majority of Al with negligible risk can continue without regulation.

High Risk
Unacceptable Risk

ethyca

' Broad spectrum

Systems teemec

_ Systems with manageable risks subject to transparency obligations
~to provide user the right to informed decision making.

of high-risk systems are permitted subject to

~stringent regulatory obligations for use in European market.

to have unacceptable risks such as cognitive

manipulation, p

redictive policing, social scoring are broadly

banned with some limited government, military and law
enforcement use cases.



-U Al Act Risk Thresholds

High Risk

" Broad spectrum of high-risk systems are permitted subject to
~stringent regulatory obligations for use in European market.
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U Al Act’s 10 Technical Requirements

Quality management systems

Conformity assessment
Corrective action

Risk management

Data governance
Technical documentation
Record-keeping
Transparency

Human oversight

Accuracy, robustness and security
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U Al Act’s 10 Technical Requirements

Quality management systems
Conformity assessment Continuous risk management system run throughout the

Cortective action J litecycle of a high-risk Al system, requiring regular updates.

Risk management

Data governance
Technical documentation
Record-keeping
Transparency

Human oversight

Accuracy, robustness and security
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U Al Act’s 10 Technical Requirements

~ Continuous risk management system run throughout the
litecycle of a high-risk Al system, requiring regular updates.

- Define and enforce organizational policies for Al and govern

~the use of data processing activity in Al systems.

Risk management

Data governance
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U Al Act’s 10 Technical Requirements

Prepare and maintain technical documentation prior to an

Technical d tation - |
> [ecnnical documentation _AI system’s deployment and processing of data.
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U Al Act’s 10 Technical Requirements

" Maintain continuous records of the data processing litecycle of Al
~ systems, from data collection, ingestion, outcome and failure/risk.

> Record-keeping

ethyca



U Al Act’s 10 Technical Requirements

Provide transparent notices to a person when they are
interacting with Al and what purpose it is performing.

> [ransparency

ethyca



U Al Act’s 10 Technical Requirements

A sytems should be designs with ©
~accountability, dignity, human age

> Human oversight

ethyca

numans in the

ey, trust and t

00p’, to assure

ransparency.



U Al Act’s 10 Technical Requirements

~High-risk Al systems must achieve an appropriate level or
> Accuracy, robustness and security - accuracy, prevent bias in continuous learning and have
appropriate security controls in place.
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U Al Act’s 10 Technical Requirements

" Providers of high-risk Al systems must implement a
> Quality management systems comprehensive quality management system that adequately
documents, records and enforces the regulations.
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U Al Act’s 10 Technical Requirements

" A pro-deployment conformity assessment must be conducted for
> Conformity assessment high risk Al systems to evidence that a system meets the regulatory
requirements. Includes testing, inspection, certification.
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-U Al Act Technical a EU Al Act’s 10 Technical
Reguirements

Where a provider becomes aware that an Al system deployed in the
> Corrective action market may not be in conformity, or create a new risk, they must
_withdraw the system and take immediate measures to remediate.
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Webinar tocus area: Risk Management & Data Governance

~ Continuous risk management system run throughout the
litecycle of a high-risk Al system, requiring regular updates.

- Define and enforce organizational policies for Al and govern

~the use of data processing activity in Al systems.

Risk management

Data governance
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Deep dive
Al Risk Management




-U Al Act Technical Risk Management

] Continuous, end-to-end identification, mitigation and

J ~recording of risks in Al design, development and operations.
> Risk management
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-U Al Act Technical Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)

> Risk management —/
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-U Al Act Technical Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)

i Jira i i Datasets i
J E E E Schema E
> Risk management 5 |0 Models |
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-U Al Act Technical Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)

: Design E E Projects E E Cl/CD

PRD Git Git

E Jira E E Datasets E E QA

J E E E Schema E E SAST

> Risk management = 1 ([ Models T : ; (ETL
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-U Al Act Technical Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)

: Design E E Projects E E Cl/CD E E Deployment E

E PRD E E Git E E Git E E Docker :

E Jira E E Datasets E E QA E E Terraform E

J E E E Schema E E SAST E E E

> Risk management : 1 (RMedElER : : RNETER : ;
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U Al Act Technical Risk Management

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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U Al Act Technical Risk Management

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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U Al Act Technical Risk Management

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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U Al Act Technical Risk Management

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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Data Processing Lifecycle (incl Al)

Software Development Lifecycle

U Al Act Technical Risk Management
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-U Al Act Technical Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)
— Purpose Data s e I.I I Data s e - Purpose
Design E i Projects E ; Cl/CD ; ; Deployment i i S(I))::caes i i I?éis:::;: t/ i ; Storage : ; Pr%z(eegiil o ; i Sysl,\:cle_ms
E PRD i i Git i i Git i i Docker i i Third Party ; ; Replication i i Warehouse i i Spark ; ; Algorithms i
i Jira i i Datasets i i QA i i Terraform i i App i i Workflow i i Lake i i SQL Engine i i Tests i
J i i i Schema i i SAST i i i i API i i Stream i i Vector i i DS/ML i i Models i
> R | S k m a n a ge m e nt E i ; Models i i ETL i ; i i i i ETL i ; Real-time Analytics i ; Outcomes i
~ Technical Requirements
- Ontology for purposes, data categories and risks
- Method to inventory Al systems and purposes
- Catalogue of data categories processed
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> Risk management —/
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-U Al Act Technical

Risk Management

Software Development Lifecycle

Purpose DETE Policy Checks
Design Projects Cl/CD E E Deployment E :
PRD E E Git E E Git Docker
Jira E E Datasets E E QA : E Terraform E E
I Schema I SAST
Models ETL

Technical Requirements

Data Processing Lifecycle (incl Al)

DETE Policy Checks
el e e
! E Third Party E E Replication E E Warehouse E E Spark
App E E Workflow E E Lake E E SQL Engine E E
API i i Stream Vector DS/ML
ETL i i Real-time Analytics

- Ontology for purposes, data categories and risks
- Method to inventory Al systems and purposes
- Catalogue of data categories processed

Purpose

ML
Systems

* 1 Algorithms E

Tests

Models

1 1 1
* + Outcomes
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-U Al Act Technical

Risk Management

Software Development Lifecycle

Purpose DETE Policy Checks
Design Projects Cl/CD E E Deployment E :
PRD E E Git E E Git Docker
Jira E E Datasets E E QA : E Terraform E E
I Schema I SAST
Models ETL

Technical Requirements

Data Processing Lifecycle (incl Al)

DETE Policy Checks
el e e
! E Third Party E E Replication E E Warehouse E E Spark
App E E Workflow E E Lake E E SQL Engine E E
API i i Stream Vector DS/ML
ETL i i Real-time Analytics

- Ontology for purposes, data categories and risks

- Method to inventory Al systems and purposes

- Catalogue of data categories processed

- Analysis during SDLC as part of, or prior to pull requests
- Policy enforcement in production data pipelines

Purpose

ML
Systems

* 1 Algorithms E

Tests

Models

1 1 1
* + Outcomes



-U Al Act Technical

Risk Management

> Risk management —/

ethyca

Audit Trail & Changelog

Technical Requirements
- Ontology for purposes, data categories and risks

- Method to inventory Al systems and purposes

- Catalogue of data categories processed

- Analysis during SDLC as part of, or prior to pull requests
- Policy enforcement in production data pipelines

Software Development Lifecycle Data Processing Lifecycle (incl Al)
: (I
Purpose Data - Policy Checks - Data Policy Checks Purpose
: Design : E Projects Lo Cl/CD ! E Deployment Lo Data ;1 [Ingestion/ E Storage : Query./ Pl ML
- S S S Sources . . Transport | |, . . Processing | | Systems
PRD E E Git E E Git E E Docker E E Third Party E E Replication E E Warehouse E E Spark : E Algorithms E
Jira E ' Datasets E E QA E + Terraform E E App E E Workflow E : Lake E E SQL Engine E : Tests
Schema ' ' | sAST ' API v Stream ‘' Vector ' ' DS/ML Models
Models E E ETL E E E E E E ETL E E Real-time Analytics : E Outcomes E



-U Al Act Technical

Risk Management

Software Development Lifecycle Data Processing Lifecycle (incl Al)

> Risk management —/

ethyca

Purpose DETE Policy Checks DETE Policy Checks
Design Projects Cl/CD E i Deployment i E ScI))uart:es : i I?iis::)z:t/ i i Storage ! : Pr%tceegiilg E :
PRD E E Git E E Git Docker : E Third Party E E Replication E E Warehouse E E Spark
Jira E E Datasets E E QA : E Terraform E E App Workflow Lake E E SQL Engine E E
Schema SAST ' API Stream Vi DS/ML
Models ' ° ETL ETL

Real-time Analytics

Audit Trail & Changelog

Technical Requirements
- Ontology for purposes, data categories and risks

- Method to inventory Al systems and purposes
- Catalogue of data categories processed
- Analysis during SDLC as part of, or prior to pull requests

- Policy enforcement in production data pipelines

- Audit trai

| of risks and change

0g of remediation

Purpose

ML
Systems

* 1 Algorithms E

Tests

Models

1 1 1
* + Outcomes



Deep dive
Al Data Governance




-U Al Act Technical Data Governance

_ Manage and enforce Al policies, and govern the

J ~use of data in data pipelines and Al systems.
> Data governance
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J Al Act Technical Data Governance

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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Technical documentation
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J Al Act Technical Data Governance

Data Processing Lifecycle (incl Al)

Software Development Lifecycle
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> Data governance
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-U Al Act Technical Data Governance

Software Development Lifecycle Data Processing Lifecycle (incl Al)
| o
— Purpose Data s peeeemeaas ~ Subject Data s S - Purpose

: Design : E Projects Lo Cl/CD ! E Deployment Lo Data . 1 [Ingestion/ : Storage Query./ ! E ML

. - S S S Sources . . Transport | |, . . Processing | | Systems

E PRD E E Git E E Git E E Docker E E Third Party E E Replication E E Warehouse E E Spark E E Algorithms

' Jira E ' Datasets E E QA E + Terraform E E App E E Workflow E : Lake E E SQL Engine E : Tests

J E E E Schema E E SAST E E E E API E E Stream E E Vector E E DS/ML E E Models

> D ata gove rnance E E E Models E E ETL E E E E E E ETL E E Real-time Analytics E E Outcomes

Context during development and data processing activities

Technical Requirements
- Aggregate system context (purpose, data, subject, etc.)

ethyca



> Data governance

ethyca

-U Al Act Technical

Data Governance

Data Processing Lifecycle (incl Al)

Consent
Software Development Lifecycle Legal Basis
| @
Purpose Data s s ~ Subject
. ' 1 . ' : : : : Data
D L t ' 0 Cl/CD '+ ' Depl t
esign Do rojects Do / Do eploymen : Sources
PRD E E Git E E Git E E Docker E E Third Party
Jira E E Datasets E E QA E E Terraform E E App
Schema ' ‘|  SAST ' API

Models E E ETL

Data s S .

Tansport | | Soree L ol

Replication E E Warehouse E E Spark

Workflow E E Lake E E SQL Engine
Stream Vector DS/ML
ETL i i Real-time Analytics

Context during development and data processing activities

Technical Requirements

- Aggregate system context (purpose, data, subject, etc.)

Purpose

ML
Systems

Algorithms
Tests
Models

Outcomes



> Data governance
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-U Al Act Technical

Data Governance

Data Processing Lifecycle (incl Al)

Consent
Software Development Lifecycle Legal Basis
| @
Purpose Data Policy Checks - Subject
. ' 1 . 1 : 1 1 : Data
D L t . Cl/CD '+ ' Depl t
esign Do rojects Do / Do eploymen : Sources
PRD E E Git E E Git E E Docker E E Third Party
Jira E E Datasets E E QA E E Terraform E E App
Schema ' ‘|  SAST ' API

Models E E ETL

DEYE Policy Checks

Tomport || sorge 1 el

Replication E E Warehouse E E Spark

Workflow E E Lake E E SQL Engine
Stream i i Vector i i DS/ML
ETL i i Real-time Analytics

Context during development and data processing activities

Technical Requirements

- Aggregate system context (purpose, data, subject, etc.)

Purpose

ML
Systems

Algorithms
Tests
Models

Outcomes



> Data governance —/
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-U Al Act Technical

Data Governance

Consent
Software Development Lifecycle Legal Basis Data Processing Lifecycle (incl Al)
| @
Purpose Data - Policy Checks .. Subject Data Policy Checks Purpose
. . o 1o - Data :- Ingestion/ + Query / ML
Design Projects P Cil/CD ' ' Deployment ' P P Storage '

'8 ) - / L POy - Sources . 1+ Transport , | & .+ Processing | ., Systems
PRD Git E E Git E E Docker E E Third Party E E Replication E E Warehouse E E Spark : E Algorithms E
Jira Datasets E E QA E E Terraform E E App E E Workflow E E Lake E E SQL Engine E E Tests

Schema ' ' | sAST ' API v Stream ‘' | Vector ' ' DS/ML Models
Models ' ETL ETL © | Outcomes

Real-time Analytics

Context during development and data processing activities

Technical Requirements

Aggregate system context (purpose, data, subject, etc.)
Enforce just-in-time policies in design and development
Enforce policies at point of data processing




“mbedded engineering
solution to Al governance

ethyca
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-ides Ontology for

Authentication

System .
Operations
I < Settings

Username
Credentials

Authoriza vlon Biometric
Password
Browsing History
Media Consumption

Behavior '—é Purchase History
Search History
Fingerprint
Biometri ReFlnal
Voice
Health Ei ty
ount
Ch'ldrenliddre—ss gostal ode
i tate
el Street
Phone Number
Contact

Url
Fax Number
Organization
Private

ntent Publlc
Self Image
Age Range
Date Of Birth
Gender
Language
 looranhie Marital Status
graph Political Opinion
Profile
Race Ethnicity
Religious Belief
Sexual Orientation

" Imprecise
Locatmn*—<: bl
Precise

Cookie
Vice Cookie Id
e\. Device Id
\. Payment Ip Address
Social

u{d:—o Pseudonymous
\\‘ Telemetry
User Sensor

‘ Workplace

Sensor
Bank Account

-

nanclal

Credit Card
Birth Certificate
Drivers License Number
Immigration

SR bl National Identification Number
Passport Number
Vehicle Registration

Genetic
Health And Me 'cal*—< Insurance Beneficiary Id
\\ Record Id

First

Nam(‘ Last
Criminal History

Privacy Preferences
Job Title

Data Categories

RISK,

Ad Performance
Content Performance

Analytics Reporting Campaign Insights
System Performance
Collect
Employmept®——————————®Recruitment
// Fraud Detection—® Authentication Email
Notificationse————¢cmal
Essential Legal Ob lg%?on Sms

Service gerationse Rbbe
Finance Payment Processing
Security
Upgrades
Storage Pe
Functional
Service Improve
First Party ooyl
Frequency Capping
Negative Targeting
Advertising Profiling
Serving
rketing Third Party@———— @ Targeted
Communication Emall
Operations A1
Limited
ﬁ Profiling
Per allze Profiled
System
Sales
Third Party Sharinge ® Legal Obligation

Train Ai System

Purposes, Risks, Harms

Policy & Governance

Anonymous User

Citizen Voter

Commuter

Consultant

Customer

Employee

Job Applicant

® Next Of Kin

Passenger
Patient
Prospect
Shareholder
Supplier Vendor
Trainee

Visitor

Data Subject



-ides Semantic policies

We do not permit the use of _ that belong to
_ for the purpose of - which may resultin -

v v

We do not permit the use of _ _ belonging to

| ethyca



-xample: identitying risks and enforcing policies

Software Development Lifecycle Data Processing Lifecycle (incl Al)
I 1 I
FoTTmmmmmmmmmy : Data FoTTmmmmmmmmmy Ay , T TTTmTmmmmmme At Ay , T TTTmTmmmmmme At :
: ) Lo ) v . Lo D . 1+ |Ingestion/ 1 Lo r Vo ML :
: Design * ' :Projects ' Cl/CD * ' Deployment ' ! ata Pt gestion/ : Storage P Que y./ Pt :
. - - S S Sources . .+ Transport | | . .+ Processing , | Systems '
: PRD E : Git E : Git E E Docker E . Third Party E . Replication E E Warehouse E : Spark E ' Algorithms E
- - S - (0] ' ! Terraform | | App '+ Workflow ! ! Lake ' . SQLEngine ! . Tests '
Jery_dataset.yml U Data J o . o o - o o !
datasets > ! bigquery_gataset.ymi g E E SAST E E E E API E E Stream E E ek E E DS/ML E E e B E
collections: i E E ETL E E E E E E ETL E E Real-time Analytics E E Outcomes E
- name: address e et Memcececemeaen e U e emcececean  Meecccemcecaon e rT———  Meecccemceceee :
fields:

- name: city
data_categories:
- user.contact.address.city
-~ name: house -
- name: id-
- name: state
data_categories:
~ user.contact.address.state
- name: street-
- name: race
data_categories:
~ user.demographic.race_ethnicity
— name: customer
fields:

- Addcaan 22

me: race

ta_categoriesﬂ
user.demographic.race_ethnicity
: customer

ethyca



1S

IC

isks and entorcing pol

ing r

xample: identityi

Data Processing Lifecycle (incl Al)

Software Development Lifecycle

%@ NumPy.py U

ment

Deploy

Cl/CD

cts

Design



lery_dataset.yml U

datasets > ! bigquery_ocawasetymi

col

= hame:

f

= hame:

f

me.:

Software Development Lifecycle

-xample: identitying risks and entorcing policies

Data Processing Lifecycle (incl Al)

Data

PRD Git

Data J

- - i s ey e m————y

lections: 5

address

ields:

name: city

data_categories:

~ user.contact.address.city
name: house -

id -

state

data_categories:

- user.contact.address.state
street -

race

data_categories:

~ user.demographic.race_ethnicity
customer

ields:

race

name:
name:

name:
name:

P e

ta_categoriesﬂ
user.demographic.race_ethnicity
: customer

ethyca

Projects

policy @
, Vo ,
v Deployient : E Data : E Ingestion/
- L Sources . . Transport |
': Lo Vo :
' Docker '+ ThirdParty : ! Replication
POlicy @ I' profiling_policy.yml U X @ NumPy.py U
) ing_policy.yml
policy:
~ fides_key: profiling_policies
organization_fides_key: default_organization
tags: null
name: Profiling Policies
description: Acceptable use of data for profiling policy
rules:
—~ name: Reject Racial Profiling
data_categories:
matches: ANY
values:
~ user.demographic.race_ethnicity
data_uses:
I UL O st ANY

—~ name: Reject Racial Profiling
data_categories:
matches: ANY
values:
—~ user.demographic.race_ethnicity
data uses:
matches:
values:
~ personalized.content.profiling

Aata cithiartces

ANY

Storage

Warehouse
13

Vector

Risk & Exception Alerts

Data use Data use

Declaration name (optional) Declaration name (optional)

Personalized Content Profile Personalized Content Profile

Data use

personalize.content.profiling

Data use

personalize.content.profiling

Data categories Data categories

user.behavior.browsing_history user.behavior.browsing_history

- - : user.behavior.media_consumption
user.behavior.media_consumption - P

user.behavior.purchase_history
user.behavior.purchase_history
user.device.ip_address

user.demographic.race_ethnicity

user.location.imprecise

user.device.ip_address  user.location.imprecise

Data subjects Data subjects

customer customer

Data categories

special category data

user.behavior.browsing_history
user.behavior.media_consumption
user.behavior.purchase_history

'a with 3rd parties for this purpose

user.device.ip_address

user.demographic.race_ethnicity

user.location.imprecise




Embed governance in engineering, data
collection, data processing and Al systems

01 / Confirm model purpose during design and training

02 / Capture context at moment of data collection

03 / Enforce policies during a model’s development

04 / Audit dataset during training and testing

05 / Assure consent for Al purpose of use

06 / Generate continuous audit trail of data & Al processes

ethyca
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-U Al Act Takeaways

01 / EUAI Act defines low, medium, high and unacceptable risk framework.
02 / Where models are high-risk there are 10 requirements to operationalize.

03 / Two key items; Al risk management and data governance will require

deeper instrumentation of data pipelines and model purposes.

04 / Robust governance will require an ontology jointly defined by legal,

data and engineering teams for categories, purposes, risks and harms.
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-“uropean Al Act unpacked for
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